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Abstract 

 
In the digital age, the rapid spread of disinformation has emerged as a critical challenge to democracy and public trust in media. 
Digital platforms and social media algorithms, designed to maximize engagement, often amplify misleading narratives, shaping 
public discourse in ways that can undermine democratic institutions. This paper explores the mechanisms through which 
disinformation spreads, the role of media in mitigating or exacerbating the problem, and the implications for democratic 
engagement. This research examines the strategies used by disinformation actors, the effectiveness of fact-checking initiatives, and 
the influence of regulatory frameworks in combating the issue through a critical analysis of case studies. Furthermore, it evaluates 
the role of digital literacy programs in fostering a more informed and resilient citizenry. The paper argues that a multi-stakeholder 
approach, combining journalistic integrity, public policy interventions, and technological solutions, is essential to preserving 
democratic discourse in the digital era. 
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 Introduction 
 
The proliferation of disinformation in the digital era has fundamentally reshaped the media landscape and posed 
significant threats to democratic discourse and public trust. The transformation of information dissemination, from 
traditional gatekeeping journalism to decentralized digital networks, has facilitated the rapid and unfiltered spread of 
misleading or false information (Wardle & Derakhshan, 2017). According to the European Commission (2018), 
disinformation refers to deliberately misleading or false content, often created to deceive the public or for financial gain, 
with broader consequences including manipulation of public opinion and weakening of institutional trust. 

Digital media platforms, particularly social media, have been identified as key vectors in the amplification of 
disinformation. Algorithms designed to optimize engagement inadvertently prioritize sensationalist or emotionally charged 
content, often including misinformation and disinformation (Tufekci, 2015; Vosoughi, Roy, & Aral, 2018). Vosoughi et al. 
(2018), in a large-scale study published in Science, found that false news spreads significantly faster and more broadly 
than true news, largely because of its novelty and emotional impact. This algorithmic architecture, combined with 
declining trust in traditional news institutions (Newman et al., 2023), contributes to a fragmented information environment 
in which citizens are increasingly exposed to contradictory and unreliable narratives. 

Efforts to combat disinformation have taken multiple forms, including the implementation of fact-checking initiatives 
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(Graves, 2016), the development of media and digital literacy programs (Hobs and Jensen, 2009), and the introduction of 
regulatory frameworks such as the EU’s Digital Services Act (2022). However, the efficacy of these interventions remains 
contested, particularly in light of the global and decentralized nature of digital communication. Moreover, disinformation is 
often entangled with political agendas, making regulatory and policy responses especially complex (Bennett & Livingston, 
2018). 

The urgency of addressing disinformation is amplified in contemporary societies marked by geopolitical tensions, 
health crises, and populist surges. The COVID-19 pandemic, for instance, highlighted the deadly consequences of the 
“infodemic,” where widespread disinformation regarding vaccines, treatments, and the virus itself hindered public health 
responses and exacerbated societal divisions (WHO, 2020). Similarly, disinformation campaigns related to elections in 
the United States (Benkler et al., 2018), Brexit in the United Kingdom, and political unrest in countries across Eastern 
Europe have revealed the susceptibility of democratic systems to digital manipulation. These phenomena underscore that 
disinformation is not merely a technical or media problem, but a structural and civic one, affecting governance, public 
health, and social cohesion. 

This paper emerges within a broader academic and policy discourse that seeks to understand and respond to the 
evolving dynamics of information disorder. While significant work has been done to analyze the causes and 
consequences of disinformation, this paper aims to bridge empirical analysis with critical theoretical insights. Specifically, 
it seeks to identify the mechanisms by which disinformation spreads across digital platforms, mainstream and alternative 
media in circulation, and the implications for civic engagement and institutional trust. It further considers how algorithmic 
design, political interests, and audience behaviors intersect to shape the current epistemic environment.  

The overarching goal of this research is to contribute to a multidisciplinary and evidence-based approach to 
combating disinformation. It argues that sustainable solutions require not only technological innovation and content 
moderation but also the reinforcement of journalistic standards, investment in digital literacy, and coordinated regulatory 
efforts.  
 

 Methods 
 
This paper adopts a qualitative case study methodology rooted in a critical media and communication framework, 
integrating critical discourse analysis (CDA) and digital content analysis to examine how disinformation circulates within 
Albania’s media ecosystem. The approach seeks to deconstruct the ideological, political, and technological dimensions of 
disinformation, with particular attention to its influence on democratic discourse and public trust. By focusing on three 
strategically selected case studies, disinformation during the electoral campaigns of 2023 in Albania, nationalist and 
disinformation narratives (Open Balkan initiative), and conspiracy narratives about 5G technology, the study aims to 
provide a contextually grounded understanding of the mechanisms and consequences of disinformation in a transitioning 
media landscape. 

The selection of cases is grounded in their democratic relevance, cross-platform visibility, and representativeness 
of broader disinformation trends in Albania. Each case captures a distinct thematic area, electoral legitimacy, foreign 
policy orientation, and techno-social anxieties, allowing for an interdisciplinary and multilayered analysis. The 5G 
conspiracy narratives were chosen to examine the spread of pseudoscientific claims that question technological 
development, reflecting a growing global trend that has also permeated Albanian digital spaces. This case, in particular, 
illustrates how non-political disinformation can influence public attitudes and weaken institutional trust in science and 
governance. 
 
2.1 Data Collection and Analysis  
 
The paper employs purposive sampling to gather qualitative data from a diverse set of sources spanning the years 2020 
to 2024. The data corpus includes: 

 50 articles from politically affiliated and independent online news portals 
 50 public posts and videos from Facebook, YouTube, and TikTok accounts (particularly from influencers, 

public commentators, and fringe media actors) 
 Reports from fact-checking organizations (Faktoje.al, BIRN Albania) 
 Electoral observation documents (OSCE reports) 
Content was selected based on engagement metrics (number of shares, reactions, comments) and thematic 

relevance to the three identified disinformation domains. 
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The analysis is guided by CDA (Fairclough, 2010; Van Dijk, 2006), enabling a close reading of the rhetorical and 
ideological structures underpinning disinformation narratives. Each case study was examined for: 

 Linguistic framing and emotional appeal 
 Use of populist, nationalist, or technophobic language 
 Narratives of institutional distrust and elite manipulation 
 Platform-specific amplification mechanisms (Facebook virality, YouTube recommendation algorithms) 
To complement the discourse analysis, the study draws on information disorder typologies (Wardle & Derakhshan, 

2017) and the network propaganda model (Benkler et al, 2018) to map how disinformation is constructed, amplified, and 
normalized across media channels. 

Ethical integrity is maintained through the use of publicly available data only. Individual users' identities were 
anonymized, and disinformation content is referenced in analytical terms without reproducing false claims uncritically. The 
study avoids engagement with personal data and adheres to academic standards for responsible digital research. 
 
2.2 Study Limitations 
 
The qualitative nature of this study privileges depth over breadth, offering rich contextual insight but not quantitative 
generalizability. Algorithmic opacity and rapidly evolving platform dynamics present additional limitations, particularly in 
assessing the exact scale and reach of disinformation content. 
 

 Results 
 
3.1 Disinformation During the Electoral Campaigns of 2023 in Albania 
 
Disinformation campaigns during the 2023 local elections in Albania revealed how politically motivated narratives were 
propagated to delegitimize opponents and undermine public trust in electoral integrity. The study analyzed 50 online 
news articles and 50 digital posts and videos from Facebook, TikTok, and YouTube. 

A prominent case was the arrest of Fredi Beleri, the opposition candidate for Himara, accused of vote-buying. 
While this case involved a judicial investigation, the online ecosystem surrounding it was rife with misinformation. 
Politically affiliated portals circulated unverified claims framing Beleri’s arrest as orchestrated by the ruling Socialist Party 
to eliminate political competition, while opposition-aligned actors portrayed him as a victim of state capture and anti-
Greek sentiment. Faktoje.al analyzed this case and found misleading images and manipulated headlines used to stir 
ethnic tensions and discredit electoral authorities (Faktoje.al, 2024). 

Another widespread claim alleged the malfunctioning of biometric voting devices only in opposition strongholds. 
Videos circulated on social media platforms such as TikTok depicted malfunctioning devices and long queues, 
accompanied by captions implying a government-orchestrated sabotage. However, the OSCE Election Observation 
Mission Final Report (2023) clarified that technical issues were sporadic and not politically targeted, highlighting that 
“biometric identification worked effectively in the majority of polling stations, with minor delays not impacting the 
legitimacy of the process” (OSCE, 2023). 

A third verified disinformation theme centered around inflated voter turnout statistics in key municipalities. Several 
online news portals with political affiliations published early reports claiming exceptionally high participation rates, some 
falsely citing over 75% turnout, well before official data was released. These reports, shared widely on Facebook, sought 
to create a perception of broad popular support for certain candidates while simultaneously discrediting official 
information. 
 
Table 1. Disinformation Narratives in the 2023 Albanian Local Elections 
 

Disinformation Theme Description Frequency (%) Actors Involved Platforms Used 
Beleri Arrest as Ethnic/Political 
Persecution 

Framed as state-led anti-Greek repression, ignoring 
the judicial context

38% 
Opposition portals, fringe 
influencers

Facebook, YouTube 
News portals 

Biometric Voting Malfunctions 
Claimed selective technical failures in the opposition 
areas

27% 
TikTok users, pro-
opposition commentators 

TikTok, Facebook 

Inflated Voter Turnout Claims 
Premature and exaggerated participation figures are 
used to shape political narratives

21% Politically affiliated media 
Facebook, Online 
News Sites 

Other / Miscellaneous 
Misinformation 

Included minor claims (e.g., falsified candidate 
documents, polling station disputes)

14% Mixed actors Mixed 
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3.2 Nationalist and Disinformation Narratives Surrounding the Open Balkan Initiative 
 
The Open Balkan Initiative, initially presented as a regional cooperation effort between Albania, Serbia, and North 
Macedonia, became the subject of polarizing discourse and disinformation in Albanian digital media. The political 
sensitivities surrounding the initiative were weaponized to construct anti-Western and nationalist narratives, often 
portraying the EU as an obstructive force and depicting regional integration as a threat to national sovereignty. 

Analysis of media outputs revealed that a considerable portion of discourse on the Open Balkan Initiative was 
steeped in misleading or emotionally charged content. Opposition-leaning commentators and fringe actors framed the 
initiative as a Serbian hegemonic project, deliberately sidelining Kosovo and undermining Albania’s Euro-Atlantic path. 
Meanwhile, pro-government actors often exaggerated the initiative’s benefits, falsely claiming EU endorsement or 
overstating economic impacts without empirical support. 

Another prominent strand involved videos and memes claiming that Albania’s participation in the initiative would 
lead to territorial and cultural dilution, including fabricated maps suggesting a future "Balkan Confederation" under 
Serbian influence. These messages were especially prevalent on TikTok and YouTube, amplified by influencers with 
nationalist followings. 
 
Table 2. Disinformation Narratives Around the Open Balkan Initiative 
 

Disinformation Theme Description Frequency (%) Actors Involved Platforms Used 

Framing Open Balkan as a 
Serbian Imperial Project 

Claims that Albania’s involvement weakens 
Kosovo and empowers Serbian interests 34% 

Opposition 
commentators, 
nationalist influencers

Facebook, 
YouTube, TikTok 

False Attribution of EU 
Criticism 

Fake or decontextualized claims that EU leaders 
condemned or supported the initiative 28% Online portals, fringe 

commentators
Facebook, News 
portals 

Exaggerated Economic and 
Political Benefits 

Unverified claims about job creation, visa 
liberalization, and EU acceleration through the 
Open Balkan

21% Pro-government media News websites, 
Facebook 

Cultural Dilution / Territorial 
Threat Narratives 

Use of manipulated images and memes implying 
a loss of national identity through integration 17% Nationalist influencers, 

anonymous pages TikTok, YouTube 

 
3.3 Conspiracy Narratives on 5G Technology in Albania 
 
While global in origin, conspiracy narratives related to 5G technology found localized expression in the Albanian digital 
sphere, particularly between 2021 and 2023. These narratives drew from internationally circulating misinformation but 
were reshaped within Albania’s socio-political and informational context. Although not as politically instrumentalized as 
electoral or nationalist narratives, 5G conspiracies demonstrate how scientific disinformation can permeate public 
discourse, capitalizing on low digital literacy and institutional silence. 

The analysis revealed three dominant strands of misinformation: (1) health-related fears linking 5G to cancer, 
infertility, or brain damage; (2) conspiracies claiming 5G is a tool for population control or surveillance; and (3) claims 
have circulated accusing Albanian authorities of covertly deploying 5G infrastructure without informing the public or 
conducting the necessary safety assessments. 

These claims were most frequently disseminated by alternative media pages, lifestyle influencers, and 
pseudonymous accounts, often accompanied by dramatic visuals and pseudoscientific language. A particularly viral piece 
of information circulating across various online platforms, often citing unverified or dubious sources, claimed that "5G 
technology affects the human body," with an alleged astrophysicist warning of consequences such as liver damage, 
memory loss, and cancer (Dosja.al, 2020; Gazeta Telegraf, 2020; Faxweb, 2020). This kind of discourse has contributed 
to growing public concern, as evidenced by the protests of 64 families from an apartment complex in a neighborhood of 
Vlorë, who have taken action against the installation of cellular antennas in their area. The residents have demanded the 
cessation of ongoing work and have expressed their intention to take matters into their own hands, highlighting the 
broader societal impact of these technological advancements and the role of media in shaping public opinion 
(Shqiptarja.com, 2021).  
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Table 3. 5G-Related Disinformation Narratives in Albania (2021–2023) 
 

Disinformation Theme Description Frequency (%) Actors Involved Platforms Used 

Health Threat Claims 
Allegations that 5G causes 
cancer, infertility, and 
neurological damage

40% Wellness influencers, fringe 
pages 

Facebook, TikTok 
News portals 

Population Control / 
Surveillance Conspiracies

Claims that 5G is used to 
track, control, or harm the 
population intentionally

32% Anonymous digital actors YouTube, Facebook 

Government Secret 
Installation Accusations 

Allegations that antennas 
are installed covertly, 
especially near schools or 
hospitals

28% Pseudoscientific 
commentators TikTok, Facebook 

 
 Discussion 

 
As evidenced in the case of the 2023 local elections, disinformation in Albania operates not simply as misinformation or 
journalistic inaccuracy but as a deliberate strategic communication tool embedded within partisan political competition. 
The Beleri case, along with narratives alleging targeted biometric failure, illustrates how electoral disinformation exploits 
affective publics and identity politics to delegitimize opponents and institutions alike. Drawing from critical discourse 
theory (Van Dijk, 2006; Wodak, 2015), these narratives are not randomly constructed but shaped by the socio-political 
power relations that configure meaning in highly polarized environments. 

In line with the political economy of media (Mosco, 2009), the digital news environment, fragmented between 
politically aligned portals and economically precarious outlets, creates fertile ground for the propagation of misleading 
content. This ecosystem privileges speed, sensationalism, and ideological allegiance over accuracy, especially during 
electoral cycles where visibility equates to influence. The study reaffirms the proposition that disinformation is a systemic, 
not incidental, outcome of media deregulation and political capture. 

The second case, involving nationalist and anti-EU narratives tied to the Open Balkan Initiative, further reveals the 
role of cultural disinformation in shaping public imaginaries. The delegitimization of EU integration efforts and the revival 
of Balkan exceptionalism are reflective of what Hallin and Mancini (2004) describe as “polarized pluralism,” where media 
actors adopt overt ideological functions aligned with political agendas. Here, disinformation is not merely reactive but 
actively shapes the contours of political meaning-making, redefining Albania’s geopolitical identity in the public 
imagination. 

Moreover, the circulation of these narratives illustrates how digital disinformation intersects with geopolitical 
anxieties, often invoking postcolonial sensibilities and local grievances against perceived foreign intervention. In this 
regard, algorithmic logics and influencer culture act as amplifiers, rather than originators, of disinformation. Platforms 
such as Facebook and TikTok facilitate algorithmic affinity spaces (Boyd, 2010) that foster echo chambers wherein such 
narratives flourish unchallenged. 

The third case, centered on conspiracy narratives around 5G technology, points to a different yet complementary 
mechanism of disinformation, pseudoscientific populism. Unlike electoral or geopolitical narratives, 5G conspiracies 
appeal to bodily fears, distrust in science, and institutional opacity. As argued by Van Prooijen & Van Vugt, (2018), 
conspiracy theories often serve as counter-narratives to modernity, science, and expertise, particularly in societies where 
state communication lacks credibility or accessibility. This aligns with recent scholarship on epistemic crisis (Dahlgren, 
2020; Wardle & Derakhshan, 2017), where competing knowledge claims co-exist without shared standards of verification. 
In the Albanian context, where scientific literacy is relatively low and institutional science communication remains 
underdeveloped, disinformation fills informational voids. The study affirms that in the absence of proactive public 
engagement from regulatory bodies and health institutions, disinformation emerges not as fringe discourse but as a 
normalized component of digital vernacular. 

Across all three cases, this research underscores the centrality of platform infrastructures and algorithmic 
governance in structuring the visibility, reach, and emotional resonance of disinformation. As Gillespie (2018) and Noble 
(2018) have argued, platforms are not neutral intermediaries but active curators of attention. In Albania, where traditional 
journalism is increasingly interwoven with influencer content and algorithmically optimized engagement, the hybrid media 
system (Chadwick, 2013) has evolved into a fragmented yet convergent sphere where misinformation circulates with 
limited friction. 

The findings suggest that audience behavior, particularly engagement metrics and emotional affordances (likes, 
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shares, comments), significantly drives the virality of disinformation, often bypassing legacy media gatekeeping 
altogether. While mainstream media occasionally counters such narratives, their reactive role is often insufficient to 
challenge entrenched misinformation cycles. The study thus calls attention to the interdependence between technological 
infrastructures and communicative agency, where both human and non-human actors shape the epistemic environment. 
 

 Conclusion 
 
The findings from the three case studies reinforce the central argument that disinformation is not merely a consequence 
of technological advancements but is deeply embedded in the political and social contexts in which it circulates. The 
disinformation surrounding the 2023 local elections, particularly in the arrest of Fredi Beleri, highlights how narratives 
were deliberately constructed to delegitimize political opponents and undermine public trust in the electoral process. This 
was further exacerbated by the manipulation of ethnic tensions and the spread of unverified claims via both mainstream 
and alternative media channels. In the case of anti-EU and nationalist narratives related to the Open Balkan initiative, the 
study revealed how disinformation was strategically used to frame European integration efforts as threats to national 
sovereignty, demonstrating the intersection of political interests and media manipulation. Similarly, the spread of 
conspiracy theories regarding 5G technology illustrated how fears about technological advancements could be stoked by 
misinformation, affecting public attitudes towards science and innovation. 

One of the key insights from this study is the role of algorithmic design and social media platforms in amplifying 
disinformation. Digital platforms, driven by engagement algorithms, are particularly prone to magnifying content that elicits 
strong emotional reactions, including fear, anger, and distrust. As demonstrated in the case of the 2023 elections and 5G 
conspiracy theories, these platforms create an environment where misinformation can rapidly spread without sufficient 
counter-narratives. Furthermore, the study underscores the importance of media literacy and fact-checking mechanisms 
in mitigating the harmful effects of disinformation, although their effectiveness remains limited in the face of a rapidly 
evolving digital ecosystem. 

Theoretical frameworks on media and communication, such as the concept of the "hybrid media system" 
(Chadwick, 2013) and "epistemic crisis" (Benkler et al, 2018), have been instrumental in analyzing the broader 
implications of these findings. The hybrid media system perspective emphasizes how traditional media, social media, and 
other digital platforms interact to form a complex informational ecosystem, where the boundaries between fact and fiction 
often blur. Meanwhile, the epistemic crisis framework provides a useful lens for understanding the erosion of trust in 
democratic institutions and the increasing polarization of public discourse, both of which are exacerbated by the spread of 
disinformation. 

By understanding the mechanisms of disinformation and the forces that sustain it, this paper calls for 
comprehensive policy interventions and media literacy initiatives that can mitigate the deleterious effects of disinformation 
on democracy and public trust. 
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